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(This agreement does not supersede the College and State’s Appropriate Use Policy, but is to be used in conjunction with it.)

Upon request, Campus Technology Support Services (CTSS) grants administrative access and 
local administrator accounts to users of St. Mary’s College of Maryland (SMCM) desktops and 
laptops (this does not include classroom computers). Users requesting administrative access 
recognize that it can put the College’s network at increased risk, and they therefore agree to follow 
the instructions listed below:

•	 Do not allow anyone else to use your Administrative Access.
•	 Log in to the local administrator account only when performing functions that  
	 require Administrative Access. Please log in to the computer’s nonadministrative  
	 account for daily use of the computer. This reduces the impact of hostile programs  
	 that require administrative permissions.
•	 Install software only in accordance with the software’s license agreements.
•	 Do not install personal software on college-owned computers.
•	 Do not install “peer-to-peer” file sharing or remote access software, such as  
	 “GoToMyPC.” Such software creates security risks by allowing malicious software to  
	 exploit access to your machine and the network.
•	 Do not change your computer’s network name, which is used by CTSS to keep your  
	 software up to date.
•	 Provide installation codes, serial numbers, license agreements and vendor  
	 information to CTSS (electronic copies can be sent to the Help Desk at helpdesk@ 
	 smcm.edu). As the designated Software License Coordinator for all computers  
	 owned by the College, CTSS is regularly audited for compliance to state licensing  
	 regulations. You may provide media (CDs and DVDs) to CTSS for the purpose  
	 of creating a back up of your software, but you should keep original discs in your  
	 possession so that you can readily access them as need arises.

If a user deviates from the above terms and conditions, CTSS may have to terminate that user’s 
Administrative Access and reset the computer to College default settings in order to ensure the 
functional integrity of the individual machine and the College’s network.

Having read the above terms and conditions, I request Administrative Access to my work 
computer in support of my teaching and/or other professional activities

_______________________ _________________________________________ ________
Faculty Name 			   Faculty Signature 				    Date

________________________________________________ ________
CIO Signature 					                 Date

Work Computer Administrative Access Agreement
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Appendix A:

Reminders of General Policies on Work Computers

The following policies apply to all users of SMCM desktops or laptops, with or without 
administrative access. CTSS reminds applicants for Administrative Access to please continue 
abiding by these policies, which are crucial to the security of the College’s Network and individual 
machines.

•	 User name and password must be kept confidential.
•	 Users should connect their assigned computer(s) into the Campus network at least once  
	 per week, for an extended period if possible. This is so the machine can receive updates,  
	 policies and SMCM-specific configurations.
•	 All data stored on an assigned computer should be backed up regularly. CTSS would  
	 like to emphasize that backing up data is the responsibility of the user. Should the  
	 assigned computer fail, CTSS will do whatever is reasonable to restore your machine to  
	 its state prior to failure, but may only be able to re-image your assigned computer at a loss  
	 of all data and customizations.

Appendix B:

Reminders of General Policies on Classroom Computers

•	 Updates to classroom computers occur less frequently than personal work computers.  
	 Keep this in mind when planning to use technology in the classroom.
•	 A list of current versions of most commonly used software or other programs will be  
	 available on the Classroom Media and Technology web site and attached to the  
	 instructions for using classroom equipment in each room.


